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Medical Expert (as Medical Experts, physicians integrate all of the CanMEDS Roles, applying medical knowledge, clinical skills, and 
professional values in their provision of high-quality and safe patient-centered care. Medical Expert is the central physician Role in the 
CanMEDS Framework and defines the physician’s clinical scope of practice.)

X Communicator (as Communicators, physicians form relationships with patients and their families that facilitate the gathering and 
sharing of essential information for effective health care.) 

X Collaborator (as Collaborators, physicians work effectively with other health care professionals to provide safe, high-quality, patient-
centred care.) 

Leader (as Leaders, physicians engage with others to contribute to a vision of a high-quality health care system and take responsibility 
for the delivery of excellent patient care through their activities as clinicians, administrators, scholars, or teachers.)

X
Health Advocate (as Health Advocates, physicians contribute their expertise and influence as they work with communities or patient 
populations to improve health. They work with those they serve to determine and understand needs, speak on behalf of others when
required, and support the mobilization of resources to effect change.)

Scholar (as Scholars, physicians demonstrate a lifelong commitment to excellence in practice through continuous learning and by 
teaching others, evaluating evidence, and  contributing to scholarship.) 

X
Professional (as Professionals, physicians are committed to the health and well-being of individual patients and society through ethical 
practice, high personal standards of 
behaviour, accountability to the profession and society, physician-led regulation, and maintenance of personal health.) 

2Copyright © 2015 The Royal College of Physicians and Surgeons of Canada. http://www.royalcollege.ca/rcsite/canmeds/canmeds-framework-e. Reproduced with permission.

CanMEDS Roles Covered
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CASE #1
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• You are a gastroenterologist in the community, 
specializing in care of patients with chronic 
diseases. You have heard that patient satisfaction 
scores are higher when electronic communication 
with their physician is possible. You are considering 
providing your patients with your email address and 
cell phone number, to enable What’s App messaging. 



GUIDELINES FOR ONLINE 
COMMUNICATION
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GUIDELINES FOR ONLINE 
COMMUNICATION – MAIN POINTS
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• Not confidential
• Frequently stored or backed up outside of Canada
• Obtain consent from patient
• Develop office policy for eCommunication use
• Regularly check accuracy of email addresses
• Use encryption and secure passwords
• Ensure all communications are in the medical 

record



INSTANT MESSAGING -
APPS
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De Benedictis A, et al. PLoS One 2019; 14(1): 
e0209873

O’Sullivan DM, et al. BMJ Innovations 2017; 
3(4): 238-9



INSTANT MESSAGING -
CHALLENGES
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• How does it get into the medical record?

• Who has access to the patient 
or doctor’s mobile devices?

• Where are the messages stored?

• Encryption?

• Remote wipe capability?



INSTANT MESSAGING -
OPPORTUNITIES
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INSTANT MESSAGING -
OPPORTUNITIES
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CASE #2
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• You have noticed many of your patients are 
accessing health information on social media 
platforms like Facebook and Twitter. You are 
considering joining the conversation online to help 
educate patients and the public. What should you 
be worried about when it comes to interacting with 
patients?



TIPS FOR SOCIAL MEDIA
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• Contact hospital/university PR first

• DON’T friend your patients/families
– For patients: bring the conversation offline

• Diamonds aren’t as forever as your posts
– What is private could be public at any moment
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• Say online only what you would say in person
– What would your mother say?

• Learn your privacy settings

• Google isn’t human
– (it may be SkyNet)

TIPS FOR SOCIAL MEDIA
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• Patient confidentiality

• Professionalism

CMA: KEY ISSUES

https://policybase.cma.ca/documents/policypdf/PD12-03.pdf
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• Understand the technology

• Be transparent

• Respect others

• Focus on areas of expertise

https://policybase.cma.ca/documents/policypdf/PD12-03.pdf

CMA: KEY ISSUES
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• Assume all content is public and accessible to all
• Exercise caution when posting information online 

that relates to an actual patient. Bear in mind that 
an unnamed patient may still be identified through 
a range of other information, such as a description 
of their clinical condition, or area of residence.

• Refrain from providing clinical advice.  It is 
acceptable to use social media to disseminate 
medical information.

CPSO GUIDELINES

https://www.cpso.on.ca/Physicians/Policies-Guidance/Statements-Positions/ 
Social-Media-Appropriate-Use-by-Physicians



CASE #3
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• Virtual care is the new thing. 
– Patients can consult their physician, receive their 

drug or lab prescriptions, reschedule their follow-
up visit, all online. 

– Physicians can consult their colleagues and see 
their patients when at the cottage, new billing 
codes are in discussion and the private sector is 
moving in really fast…

– You want in! 



Virtual Care Challenges

• Virtual Care will take many different forms
– Some of these forms will challenge the current legal and 

ethical framework

• Challenges:
– Patient safety
– Privacy
– Adapting the

regulatory framework
– Billing 



Patient Safety

• General obligation to ensure that the 
technology used will allow the physician to: 
– Satisfy all relevant 

and applicable legal 
and professional 
obligations;

– Meet the standard 
of care.



Patient Safety

• Illustration: CMQ - Utilisation de plateformes Web pour la 
consultation médicale: derrière l’écran, de vrais patients! 
par la Direction des enquêtes

– Effectuer une évaluation complète et de qualité.
– Obtenir du patient un consentement éclairé.
– Rédiger une ordonnance selon les règles.
– Assurer le suivi médical pour éviter tout délai de prise en 

charge.
– Constituer et maintenir un dossier médical – Protéger 

l’information.
– Éviter toute situation potentielle de conflit d’intérêt.



Patient Safety

• Some considerations – does the virtual care platform
– Provide all necessary information (patient’s allergies?)

– Provide trustworthy information (current medication?)

– Allow an appropriate trust relationship between the 
patient and the physician

– Allow the physician to make proper use of his or her 
clinical judgment (no guessing…)

• e.g.: algorithm-aided diagnosis



Patient Safety and Privacy

• Informed Consent

– Patient must receive adequate information about the 
benefits and risks of the proposed treatment

• Virtual care platforms may present additional 
challenges: patients must be informed

• Informed consent comes from the discussion with the 
patient, not the signature or click on a consent form



Patient Safety and Privacy

• Record Keeping

– How will the care be
documented?

– Will the information 
be available to other
and subsequent 
caregivers?



Privacy

• Virtual care platform must ensure

– Technology and physical setting used by the patient permits 
the sharing of the information in a private and secure 
manner;

– Information kept by the 
platform safe from
unauthorized access and 
disclosure



Privacy

• Cloud Based Systems:
– Does provider have access to information?
– Are appropriate security measures in place?

• Access by third parties
• Encryption

– What use will be made of information?
– What procedures are in place in case of breach?
– What procedures are in place in case of data loss?
– What will happen with the patient information when physician 

stops using the platform?

• Source: Office of the Privacy Commissioner of Canada: Cloud Computing for Small and Medium-
sized Enterprises



Regulatory Framework

• Important to ensure that the proposed virtual care 
platform is authorized

• Challenges
– Existing regulations may not be adapted to novel care 

delivery platforms;
– Uncertainty as to whether novel care delivery platforms are 

authorized by relevant regulator



Regulatory Framework

• Jurisdiction

– Must ensure that medical act is authorized 
(cross borders…)

• Is licensure required in the
jurisdiction where the patient
is located?

• Regulatory framework is not
uniform across jurisdictions…



Regulatory Framework

• Liability Protection

– Is appropriate liability protection in place?

– Limits to CMPA assistance

• Non Canadian residents

• Product Liability



Billing Issues

• Billing codes may not be adapted to novel care
delivery platforms

– Is the service provided covered by the provincial health 
insurance regime?

– Can the patient be billed directly for the virtual care 
provided?



Key takeaways

Frameworks 
unclear Patient safety first

Protect yourselves

Call you college or 
call the CMPA if you 
have questions 

Privacy 
important
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